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EXECUTIVE SUMMARY

o The US-Iran ceasefire negotiation track, mediated by Qatar, is the dominant variable shaping cross-
domain risk this week. Progress reported by both Washington and Tehran on a 60-day extension with phased
Hormuz reopening is occurring in parallel with IRGC hardliner rhetoric to "extend conflict beyond the region" and
an alleged IRGC-linked assassination plot against Ivanka Trump on US soil. We assess the negotiation and the

escalation tracks are running concurrently by Iranian design as leverage management, not as a contradiction.
Confidence: [JEEEEEN

o The most consequential threat vector this week is the convergence of edge-device compromise (F5
BIG-IP, Confluence, Ubiquiti UniFi, Apex One zero-day) with a software supply-chain worm
(TeamPCP, 500 poisoned npm packages; Laravel Lang hijack) creating two simultaneous routes
into enterprise Linux estates. This produces a wider exposed attack surface than any single campaign in the

prior quarter and is being actively leveraged by Russian state-aligned actors expanding access routes. Confidence:

» Highest-confidence prediction: An Iran deal — if signed — will not de-escalate IRGC external
operations or Iranian cyber tasking; it will redirect them. Hardliner consolidation in Tehran ("band of
brothers" cohort), the Mojtaba Khamenei succession dynamic, and the Ivanka Trump plot indicate the IRGC is

preserving asymmetric tools as insurance against diplomatic concessions on Hormuz. Confidence: [JEEEES

» Most important emerging signal: the Pakistan—Iran military-diplomatic channel (COAS Munir — FM

Araghchi) is being activated as a regional mediation track parallel to Qatar's. Combined with Rubio's



India visit and India's nuclear triad maturation (INS Aridhaman, INS Varsha), South Asia is being pulled into West
Asia's settlement architecture in a way that complicates US-India alignment. Confidence:

STRATEGIC SYNTHESIS

1. Converging Threats. Four developments this week are causally linked, not coincidental. First, the US-Iran
negotiation track (Qatari mediation in Tehran, Rubio's "good signs" framing, reported 60-day ceasefire extension) is
occurring against the backdrop of continued Israeli strikes on Hezbollah in Lebanon and Hezbollah's public statement
that Iran "won't abandon" it. This is consistent with Tehran negotiating on the Hormuz/nuclear file while preserving
the Lebanese deterrent — the two tracks are deliberately decoupled. Second, the alleged IRGC-linked plot against
Ivanka Trump (Mohammad Al-Saadi) lands in the negotiating window. We judge with moderate confidence this is
either a pre-positioned operation now surfacing through US prosecutorial timing, or an IRGC factional signal that
hardliners retain veto leverage over the diplomatic file. Third, "Ghostwriter" phishing against Ukrainian government
entities and Cloud Atlas tool refresh indicate Russian services are exploiting Western attention diversion to West Asia
— a recurring Moscow pattern. Fourth, the F5/Confluence/BIG-IP cluster and the Laravel/npm supply-chain
compromises are being chained by Russian-attributed actors ("Russian Hackers Widen Access Routes"), expanding

pre-positioned access in Western enterprise networks.

2. Shared Actors & Infrastructure. The IRGC is the most visible cross-domain actor this week, operating
simultaneously in: (a) regional conflict (Hezbollah resupply messaging, Lebanon escalation), (b) counter-terrorism /
external operations (Al-Saadi plot), (¢) diplomatic signalling (Araghchi—Munir, Tehran talks), and (d) information
operations (war-warning rhetoric). Russian services exhibit similar breadth: Ghostwriter against Ukraine (cyber-
espionage), Cloud Atlas tooling evolution, BIG-IP/Confluence exploitation for enterprise compromise, and battlefield
activity ("more reckless" Ukrainian-reported tactics). Qatar is functioning as dual-purpose diplomatic infrastructure —
Tehran mediation plus continued Gaza/Lebanon ceasefire scaffolding. Pakistan's COAS is now operating in a regional-

power broker role beyond bilateral Pakistan-Iran, which is a meaningful posture shift.
3. Compound Risk Scenarios.

+ Rank 1 — Hormuz reopening reversal triggered by IRGC spoiler operation (probability MODERATE;
impact HIGH). If the Al-Saadi indictment expands, or a second IRGC plot surfaces against US persons during the
60-day window, US domestic political pressure could collapse the Rubio-led track. The IRGC hardliner faction ("not
scared of Trump" cohort) has both motive and demonstrated capability. A collapse would re-close Hormuz partially

and re-trigger the oil shock scenario already flagged in open reporting.

+ Rank 2 — Russian cyber pre-positioning activated during a West Asia crisis spike (probability
MODERATE; impact HIGH). The BIG-IP/Confluence/Laravel/npm compromises give Russian actors broad
enterprise Linux footholds. If Hormuz re-closes or Ukraine front lines shift adversely for Moscow, we judge with
moderate confidence that pre-positioned access will be converted to disruptive effect against Western critical

infrastructure operators, timed to maximise the West Asian distraction.

4. Strategic Blind Spots. The IC is likely underweighting the South Asia vector in the Iran settlement. The
Munir—Araghchi channel, Rubio's India visit timing, India's nuclear triad commissioning (INS Aridhaman), and
renewed India border-hardening against Pakistan and Bangladesh are being read as separate stories. They are not. The
assumption that should be challenged: that a US-Iran deal is primarily a Gulf-Levant transaction. The mediation
architecture now includes Pakistani military equity, which gives Rawalpindi a seat at a table from which it has
historically been excluded — and creates a divergence risk with New Delhi at exactly the moment Washington is
courting India. The secondary blind spot is Cuba: Rubio's escalating rhetoric ("security threat") combined with the

"clock is ticking" framing suggests a US policy shift is being prepared while analytic bandwidth is consumed by Iran.



We assess moderate confidence that Cuba-related US action in the next 60 days is more likely than current

indicators suggest.

DOMAIN ASSESSMENTS

Cybersecurity

Threat actors active: Russian state-aligned clusters (expanded access routes; Ghostwriter against Ukraine; Cloud
Atlas tooling refresh); TeamPCP (npm supply-chain worm); unattributed actors exploiting F5 BIG-IP, Atlassian
Confluence, Drupal SQLi, Trend Micro Apex One zero-day, Ubiquiti UniFi OS (three max-severity), and the Laravel
Lang package hijack. TTPs observed: chained edge-appliance compromise — lateral movement into Linux enterprise
estates; worming through developer dependency trees; credential theft via trojanised i18n packages; phishing payload
delivery (Prometheus) against Ukrainian state entities. Sectors targeted: Western enterprise IT, Ukrainian
government, WordPress-hosted SMB ecosystem, developer supply chains. Cross-domain flag: Russian cyber tempo
against Ukraine has not declined despite battlefield "recklessness" reporting — consistent with Moscow compensating
for kinetic losses with cyber pressure. The KimWolf DDoS-for-hire arrest is the only meaningful disruption win this

week.

Counter-Terrorism

Key actors: IRGC external-operations apparatus (Al-Saadi / Ivanka Trump plot); TTP and affiliates in Khyber
Pakhtunkhwa (Bannu engagement, 12 militants killed); ISIS legacy financing (Lafarge $800M restitution dispute);
returning IS-affiliated women ("IS brides") to Western jurisdictions; white-supremacist actor in San Diego Islamic
Center attack. Operational patterns: Iranian extraterritorial targeting of US political figures re-emerges as a tool
during nuclear/Hormuz diplomacy — a repeat of the Soleimani-revenge-era pattern. TTP operations in KP remain at
sustained tempo; Pakistan's record police funding for KP confirms threat persistence. Geographic spread: US
homeland (San Diego, alleged IRGC plot), KP/Pakistan, returning-foreign-fighter destinations in Europe. Ideological
shifts: parallel rise of white-supremacist and Iran-directed targeting suggests US domestic threat landscape is
becoming multi-vector rather than dominated by any single ideology. Cross-domain flag: The Lafarge $80o0M, if

redistributed, becomes a tangible terrorism-financing precedent affecting corporate compliance posture globally.

Regional Conflicts

Active zones: Iran—US negotiating theatre (Tehran, Doha); Israel-Hezbollah (southern Lebanon, daily ceasefire
breaches); Israel-Gaza (continued strikes, flotilla interdiction); Ukraine (Russian tactical degradation reported).
Escalation indicators: IRGC "extend conflict beyond the region" rhetoric; Israeli strikes on Hezbollah sites mid-
negotiation. De-escalation indicators: Qatari shuttle diplomacy; US-Iran 60-day extension reporting; Arab
collective push for Iran peace agreement; gradual Hormuz reopening framework. External actor involvement:
Qatar (mediator), Pakistan (Munir—Araghchi channel), China (statement on Ukraine civilian protection — notable that
Beijing chose this week to position on Ukraine). Cross-domain flag: Daily ceasefire breaches in Lebanon and Gaza

create plausible-deniability windows for IRGC-directed escalation that could be timed to disrupt negotiations.

National Security

State-level threats: Iran (succession dynamics around Mojtaba Khamenei; hardliner consolidation); China (Taiwan
Strait posture per Taipei's MAC); Cuba (Rubio escalation); Russia (Ukraine + parallel cyber). WMD indicators:
India's commissioning of INS Aridhaman and development of INS Varsha materially advances the credible sea-based
leg of India's nuclear triad — a structural shift, not a tactical one. Intelligence operations: alleged IRGC asset (Al-
Saadi) inside the US is the most operationally significant counter-intelligence development. Geopolitical shifts:
AUKUS "Plan B" discussion indicates allied hedging on US delivery timelines; Poland's first F-35 receipt accelerates

NATO eastern-flank modernisation. Cross-domain enabler flag: Pakistan's elevation as Iran-track interlocutor is a



national-security shift with direct counter-terrorism implications (TTP, Afghan border) and cyber implications

(Pakistan-Iran intelligence cooperation depth).

EMERGING THREATS

» [Cybersecurity] — Software supply-chain worming has crossed from npm into GitHub-distributed ecosystems
(TeamPCP, 500 packages, hundreds of victim companies) and now intersects with hijacked legitimate i118n packages
(Laravel Lang). Confidence: HIGH. Why it matters now: This is the first observed week where worm-class
supply-chain compromise and edge-appliance mass exploitation are running concurrently, multiplying defender

workload beyond patch cycles.

o [Counter-Terrorism] — IRGC external-operations targeting of named US political family members on US soil
(Al-Saadi / Ivanka Trump allegation). Confidence: MODERATE. Why it matters now: If substantiated, this is
a qualitative escalation beyond the prior IRGC pattern of targeting former officials (Bolton, Pompeo) and lands

inside an active US-Iran negotiation.

e [National Security] — Pakistan's COAS Munir operating as a regional mediator on the Iran file alongside Qatar.
Confidence: MODERATE. Why it matters now: This redistributes diplomatic leverage in West Asia in a way
that disadvantages India at the exact moment Rubio is in New Delhi, creating a US alliance management problem

that is currently undertheorised.

PREDICTIVE ASSESSMENT — 7 to 14 Day Outlook

* EEEEER — The US-Iran 60-day ceasefire extension will be announced within 10 days, with a phased Hormuz
reopening schedule. Trigger indicator: Joint or sequential statements from State Department and Iranian MFA

referencing specific Hormuz transit volumes or dates.

* [EEEEN — At least one additional major edge-appliance or supply-chain CVE (BIG-IP, Confluence, Ubiquiti, or
npm/PyPI ecosystem) will be disclosed under active exploitation within 14 days. Trigger indicator: CISA

emergency directive or out-of-band vendor advisory.

o IEEESEIN — Israeli strikes on Hezbollah sites in southern Lebanon will continue at current tempo regardless of

Iran deal progress. Trigger indicator: IDF statements claiming Hezbollah reconstitution south of the Litani.

o EEZEESEN — A second IRGC-linked extraterritorial operation or plot will surface in US or European reporting
within 14 days. Trigger indicator: DOJ unsealing, MI5/DGSI public attribution, or Treasury OFAC designation
naming IRGC-QF officers.

o **[MODERAT



