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EXECUTIVE SUMMARY

Most consequential threat vector: The US–Iran ceasefire is failing under kinetic

stress. Two nights of US strikes on Iran following a Strait of Hormuz tanker drone

attack, IRGC's reported refusal to engage the maritime de-confliction hotline, and

Bahraini condemnation of an Iranian drone strike indicate the framework is now a

tactical pause, not a settlement. [HIGH]

Most significant actor movement: Hezbollah has publicly rejected the US-brokered

Israel–Lebanon framework while Israeli strikes and leaflet drops continue in

southern Lebanon — signalling that Tehran's Lebanese proxy is being deliberately

positioned as a second-front escalation option synchronised with Gulf tensions.

[HIGH]

Highest-confidence prediction: A further kinetic exchange in or around the Strait

of Hormuz or southern Lebanon will occur within 14 days; sustained insurance, AIS-

spoofing, and tanker re-routing patterns will follow. [HIGH]

Most important emerging signal: ShadowPad's diffusion beyond APT41 to multiple

China-linked groups, combined with TinyRCT deployment in Southeast Asia and active

exploitation of Cisco Unified CM (CVE-class SSRF) and Ubiquiti flaws, indicates a

tooling-democratisation cycle that will compress attribution windows and raise

baseline intrusion volume across telecom and government targets. [MODERATE]



STRATEGIC SYNTHESIS

1. Converging Threats. Four discrete domain developments are causally linked this

week. First, the US strikes on Iran (21–23 Jun) and the Strait of Hormuz tanker attack

are not isolated kinetic events — they are bracketed by Hezbollah's rejection of the

Lebanon framework and Bahrain's condemnation of an Iranian drone strike, indicating

Tehran is exercising horizontal escalation across its proxy and asymmetric maritime

portfolios simultaneously. Second, the Iranian government's post-strike internet

restrictions ("more censorship and greater risks for users") create the permissive

environment in which IRGC-aligned cyber units typically surge — historical pattern:

Iranian retaliatory cyber activity lags kinetic exchanges by 10–21 days and targets

Gulf energy, Israeli infrastructure, and US defence-industrial base. Third, the

Karachi Sindh Rangers attack and Balochistan counter-terror operation (8 killed) occur

against the backdrop of PM Shehbaz's accusation that India is using "covert tactics

and proxies" — a regional escalation track that is sub-threshold but increasingly

militarised. Fourth, the Burkina Faso–France diplomatic rupture removes the last

Western intelligence access point in a Sahelian state where Russian/Africa Corps

influence and JNIM/ISGS operations are both expanding.

2. Shared Actors & Infrastructure. The IRGC is the dominant cross-domain actor this

week, operating concurrently in: (a) maritime interdiction in the Strait of Hormuz;

(b) proxy direction of Hezbollah's diplomatic posture; (c) drone strike sponsorship

affecting Bahrain; and (d) reported refusal of the US hotline — a deliberate

signalling choice. [ANALYTIC JUDGMENT — HIGH CONFIDENCE] China-linked cyber actors

show parallel multi-vector activity: ShadowPad now confirmed shared across multiple

groups beyond APT41, TinyRCT deployed against Southeast Asian targets, and

SharkLoader/Cobalt Strike campaigns against governments and software developers. This

is consistent with a deliberate MSS-coordinated tooling distribution model rather than

independent group activity. [ANALYTIC JUDGMENT — MODERATE CONFIDENCE] Russia is the

third multi-domain actor: simultaneous front-line pressure at Huliaipole, the European

military-strategy overhaul discussion, and indirect benefit from Burkina Faso's break

with France.

3. Compound Risk Scenarios (ranked by probability × impact).

Rank 1 — Strait of Hormuz closure + Iranian cyber retaliation against Gulf energy

infrastructure. If IRGC executes a third tanker strike and the UN evacuation pause

becomes permanent, insurance markets will price closure within 72 hours. Concurrent

wiper or OT-targeted intrusions against Saudi/UAE/Bahraini energy operators — the

historical Iranian playbook — would compound the shock. Probability: MODERATE.

Impact: SEVERE (global crude +$15–25/bbl, supply chain cascade).

Rank 2 — Hezbollah kinetic re-engagement in southern Lebanon synchronised with

Iranian Gulf provocations. Hezbollah's rejection of the framework, combined with

Israeli leaflet drops ordering evacuations, signals both sides are positioned for

renewed exchange. If timed to a Gulf incident, Israel faces simultaneous northern

and Iranian-direct pressure. Probability: MODERATE-HIGH. Impact: HIGH (regional war

risk re-escalates).

4. Strategic Blind Spots. The IC is likely underweighting the Sahel-cyber nexus.

Burkina Faso's break with France, combined with the trend pattern of Russian



PMC/Africa Corps replacement of Western training missions, removes Western SIGINT and

HUMINT access at the precise moment that JNIM is expanding territorial control and

Sahelian regimes are procuring Chinese and Russian telecommunications infrastructure.

The assumption that should be challenged: that Sahelian instability remains a

primarily kinetic/CT problem. It is becoming a collection-denial and infrastructure-

access problem with second-order implications for tracking foreign fighter flows back

to Europe. Separately, the analytic community is treating the US–Iran ceasefire as a

baseline; the evidence supports treating it as a tactical pause whose collapse is the

modal outcome, not the tail risk.

DOMAIN ASSESSMENTS

CYBERSECURITY

Threat actors active: China-linked clusters (ShadowPad operators beyond APT41, TinyRCT

deployer in SEA, SharkLoader/StrikeShark operators); KongTuke access broker linked to

Mistic backdoor; Amadey/StealC operators (disrupted by Microsoft/Europol). TTPs: SSRF

exploitation (Cisco Unified CM), edge-device targeting (Ubiquiti, Fortigate credential

harvesting via FortigateSniffer), browser extension abuse via Native Messaging,

loader-to-Cobalt Strike chains. Sectors: Government, software developers,

telecommunications, charging infrastructure (EVoke), medical imaging (pydicom). Cross-

domain flag: Cisco Unified CM and Ubiquiti exploitation directly enables pre-

positioning against communications infrastructure that would be high-value in any

Iran-linked retaliation scenario. CISA's emergency directive tempo is a leading

indicator of state-aligned activity.

COUNTER-TERRORISM

Key actors: Hezbollah (political/military signalling), IRGC (maritime/proxy

direction), TTP/BLA-aligned actors (Karachi, Balochistan), JNIM/ISGS (implied via

Burkina Faso shift), Khalistani networks (Canadian formal acknowledgment of Air India

182 attribution — 40-year political shift). Pattern: Proxy-state convergence:

Hezbollah's "resistance" ceremony in Beirut frames continued kinetic posture as

legitimate. Cross-domain flag: Pakistani CT operations are occurring concurrently with

India–Pakistan back-channel talks in third countries — a classic dual-track posture

where covert escalation and overt diplomacy run in parallel.

REGIONAL CONFLICTS

Active zones: Strait of Hormuz (active), southern Lebanon (kinetic, escalating), Iran

(post-strike, retaliation-pending), Huliaipole/eastern Ukraine (200 clashes reported,

highest-tempo sector), DRC east (UN engagement). Escalation indicators: Israeli

evacuation leaflets, IRGC hotline refusal, second-night US strikes, Bahrain drone

incident. De-escalation indicators: Tanker traffic resumption through Hormuz, oil

price retreat, framework signature on Israel–Lebanon (rejected by Hezbollah but signed

by states). Cross-domain flag: Iranian post-strike internet restrictions create cover

for both domestic dissent suppression and offensive cyber preparation.



NATIONAL SECURITY

State-level threats: Russia (front-line pressure, European strategic overhaul

prompted), Iran (proxy + cyber + maritime), China (cyber tooling diffusion, Indian

Ocean competition via Modi–Seychelles vessel transfer and Takaichi India visit).

Geopolitical shifts: Burkina Faso–France rupture; India's Vision MAHASAGAR Indian

Ocean posture; Japan–India strategic alignment. Cross-domain enabler: The "secure

comms to prevent critical leaks" reporting (jurisdiction unspecified but consistent

with Pakistani/Indian context) indicates state recognition that SIGINT vulnerability

is now a strategic-level concern.

EMERGING THREATS

[Cybersecurity] — ShadowPad shared across multiple China-linked groups beyond

APT41, breaking the historical group-tool attribution model. Confidence: MODERATE.

Why it matters now: Attribution will degrade just as Iranian retaliatory cyber

activity is most likely to occur, creating false-flag and misattribution risk in

any post-strike investigation.

[Counter-Terrorism] — Canadian formal acknowledgment of Khalistani responsibility

for Air India 182 after 40 years recalibrates the Canada–India intelligence

relationship and legitimises Indian pressure on diaspora networks. Confidence:

HIGH. Why it matters now: Coincides with India–Pakistan back-channel revival and

creates space for expanded Indian covert action targeting diaspora actors.

[National Security] — UFC-event assassination plot against Trump by a far-right

group represents a domestic terrorism vector that intersects directly with

executive protection during a live foreign-policy crisis. Confidence: MODERATE. Why

it matters now: A successful or near-miss domestic attack during the Iran crisis

would compress presidential decision-space at the worst possible moment.

PREDICTIVE ASSESSMENT — 7 TO 14 DAY OUTLOOK

[HIGH]  — A further IRGC-attributed or IRGC-deniable maritime incident will occur

in the Strait of Hormuz or Gulf of Oman within 14 days. Trigger indicator: AIS gaps

on tankers transiting Hormuz exceeding 6 hours; UKMTO advisory upgrades.

[HIGH]  — Hezbollah will conduct at least one kinetic action (rocket, ATGM, or

drone) against Israeli positions in southern Lebanon, framed as response to ongoing

IDF strikes. Trigger indicator: Lebanese Armed Forces silence on a specific IDF

strike combined with Hezbollah media channel claim.

[MODERATE]  — Iranian or Iranian-aligned cyber activity targeting Gulf energy

operator OT networks or Israeli civilian infrastructure will be detected within 21

days. Trigger indicator: CISA or Israeli National Cyber Directorate advisory

referencing wiper variants or ICS-targeted intrusions.

[MODERATE]  — Cisco Unified CM SSRF flaw will appear in at least one confirmed

nation-state intrusion campaign disclosure. Trigger indicator: Mandiant,

CrowdStrike, or Microsoft Threat Intelligence advisory naming the CVE in an APT

context.



[MODERATE]  — Burkina Faso will formalise expanded security cooperation with Russia

(Africa Corps) within 30 days; expect parallel Chinese telecommunications

infrastructure announcement. Trigger indicator: Ouagadougou hosting Russian

delegation OR Huawei/ZTE contract announcement.

[LOW–MODERATE]  — Pakistan will conduct a high-visibility CT operation in

Balochistan or KP timed to coincide with a diplomatic engagement, framing India as

the external sponsor. Trigger indicator: ISPR press conference featuring captured

equipment with claimed Indian provenance.



KEY ACTORS & ENTITIES

ACTOR TYPE
PRIMARY
DOMAIN

CROSS-DOMAIN
ACTIVITY

CURRENT
POSTURE

THREAT
TRAJECTORY

IRGC State

military

Regional

Conflicts

Maritime

interdiction,

proxy direction

(Hezbollah),

drone strikes

(Bahrain), cyber

enablement

Refusing US

hotline;

tactical

pause posture

↑

Hezbollah State-

sponsored

proxy

Counter-

Terrorism /

Regional

Conflicts

Diplomatic

rejection,

kinetic

readiness,

Iranian

signalling vector

Rejecting

framework

while IDF

strikes

continue

↑

Israel (IDF) State

military

Regional

Conflicts

Southern Lebanon

strikes, Iran

escalation

management, cyber

posture

Forward-

leaning;

civilian

evacuation

orders issued

↑

United States State National

Security /

Regional

Conflicts

Iran strikes,

Lebanon framework

brokerage, CISA

emergency

directives

Coercive

diplomacy

under stress

→

China-linked

APT cluster

(incl. APT41-

adjacent

ShadowPad

operators)

State-aligned

cyber

Cybersecurity SEA government

targeting,

telecom pre-

positioning,

tooling diffusion

Operational

tempo

elevated

↑

Russia State Regional

Conflicts /

National

Security

Ukraine front-

line pressure,

Sahel influence

expansion,

European

strategic

disruption

Sustained

offensive

posture

→

Pakistan

(Army/ISI)

State

security

Counter-

Terrorism /

National

Security

Balochistan CT,

India back-

channel, covert-

action

accusations

Dual-track:

kinetic +

diplomatic

→

India State National

Security /

Counter-

Terrorism

Indian Ocean

posture

(Seychelles,

MAHASAGAR), Japan

alignment,

alleged covert

Strategic

expansion

↑



ACTOR TYPE
PRIMARY
DOMAIN

CROSS-DOMAIN
ACTIVITY

CURRENT
POSTURE

THREAT
TRAJECTORY

proxies in

Pakistan

TTP / BLA-

aligned

militants

Non-state Counter-

Terrorism

Karachi Rangers

attack; sustained

Balochistan

operations

Active

operational

tempo

↑

JNIM /

Sahelian

jihadist

networks

Non-state Counter-

Terrorism

Beneficiary of

France–Burkina

rupture; reduced

Western pressure

Expanding

territorial

influence

↑

KongTuke /

Mistic

operators

Cybercriminal

(access

broker)

Cybersecurity Ransomware

enablement,

credential theft

pipeline

Active; pre-

ransomware

staging

↑

Far-right

domestic

networks (US)

Non-state National

Security

UFC-event Trump

assassination

plot

Disrupted but

indicative of

intent

→

END ASSESSMENT

*Next scheduled assessment: 5 July 2026. Priority collection requirements: (1) IRGC C2

indicators in Gulf; (2) Hezbollah pre-attack signatures in southern Lebanon; (3)

Iranian APT infrastructure stand-up post-strike; (4) Russian deployment indicators

into Burkina Faso.*
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