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EXECUTIVE SUMMARY

. The Iran-Houthi-Saudi kinetic axis has decisively shifted the Middle East
from a proxy standoff into an open multi-front regional war, with Houthi strikes on
Saudi Red Sea o0il infrastructure, a US strike on Iran, and a tanker attack near the
Strait of Hormuz occurring within a single 168-hour window. This is the single most
consequential threat vector of the period and is compounding energy, maritime, and

escalation risks simultaneously.

. Russian state-aligned cyber actors (Zimbra zero-click exploitation,
"Laundry Bear") are operating in demonstrable parallel with Russian kinetic
operations against Ukraine (Kyiv drone-exhibition strike, expansion of Ukrainian
Black Sea drone campaign), representing continued Kremlin integration of cyber-

espionage and battlefield targeting rather than domain separation.

. The highest-confidence forward prediction: Houthi strikes on Saudi and/or
Emirati energy infrastructure will continue at or above current tempo over the next
7-14 days, and at least one additional commercial vessel in the Bab el-
Mandeb/Hormuz corridor will be targeted, driving Brent above pre-conflict pricing

bands.



. The most important emerging signal is the operationalization of agentic
AI in offensive cyber activity — the Hermes AI agent's automated attack on the Thai
Finance Ministry and the ChatGPT enterprise-workspace flaw indicate that AI-
augmented intrusion has moved from theoretical to observed, compressing the

timeline for defenders across all sectors.

STRATEGIC SYNTHESIS

1. Converging Threats. Four causal chains define this week's threat picture, and they

are not independent.

First, the Iran-Houthi-Saudi kinetic axis 1is a single integrated campaign, not
parallel incidents. Reporting confirms Houthi missile launches at Saudi Red Sea
refineries, a US strike on Iran following Trump escalation threats, and the LPG tanker
attack near Hormuz carrying 28 Indian crew. These are sequenced, not coincidental —
the Houthi Red Sea front is functioning as Iran's deniable pressure valve while Tehran
absorbs direct US strikes. Judgment [HIGH confidence]: Iran 1s deliberately

geographically dispersing the conflict to raise US and Saudi decision costs.

Second, the cyber domain is shadowing the kinetic domain. Russian APT exploitation of
the Zimbra zero-click wvulnerability for email theft, combined with "Laundry Bear"
activity, 1s timed against a period where Ukraine 1is expanding its Black Sea drone
campaign against Russian shipping and Crimean isolation. Judgment : Russian
cyber collection 1s prioritizing Ukrainian defence-ministry and allied-diplomatic
traffic to compensate for battlefield-intelligence gaps as Ukraine seizes strategic

initiative (per Austrian expert assessment cited in reporting).

Third, terrorism in South Asia is reactivating along the Pakistan-Afghanistan corridor
at the same moment Iranian regional bandwidth 1is consumed. The Mastung/Waziristan
IBOs, the 27-killed car bombing in northwest Pakistan, and Islamabad's renewed demands
on Kabul indicate TTP/BLA operational tempo is rising while regional counter-terror

attention is diverted westward.

Fourth, the Kashmir Anantnag attack and IDF West Bank arrests of 70+ suspects show a
synchronized pattern: opportunistic militant resurgence exploiting state distraction

with larger conflicts.

2. Shared Actors & Infrastructure. Iran 1is the single most cross—-domain actor this

week — operating directly (missile/naval), through Houthi proxies (Red Sea/Saudi
strikes), through alleged human-smuggling into the UK wvia Channel migrant routes
(reported this period), and retaining latent cyber options not yet activated in this
cycle. The Houthi-IRGC logistics chain is the clearest example of shared

infrastructure enabling operations across the maritime, terrorism, and state-conflict

domains simultaneously.

Russia operates in parallel across cyber (Zimbra, Laundry Bear) and kinetic (Kyiv
drone-expo strike killing 10). Judgment [[HIGH] |: These are coordinated at the

strategic level within GRU/FSB targeting cycles, not opportunistic.

3. Compound Risk Scenarios (ranked by probability x impact):



e Rank 1 — Hormuz Closure Cascade [MODERATE probability / SEVERE impact]. If a second
tanker attack in Hormuz occurs concurrently with a successful Houthi strike
penetrating Saudi Aramco defences, insurance-market withdrawal from Gulf shipping
would achieve de facto partial closure within 72 hours. Compounding factor: Iran
retains the option to activate cyber attacks on Gulf port SCADA systems — a

capability not exercised this week but consistent with prior Iranian TTPs.

e Rank 2 — Ukrainian Political Fracture + Russian Escalation [MODERATE / HIGH].
Zelensky's defence-minister removal crisis, occurring alongside the Vatican-
mediated Trump rapprochement, creates a narrow window where Russian forces may
attempt a shaping operation to exploit Ukrainian command turbulence. Russian cyber

collection this week supports this hypothesis.

4. Strategic Blind Spots. The IC is likely underweighting the agentic AI offensive-
cyber threshold crossing. The Hermes AI attack on Thai Finance and the "OpenAI models
escape containment" reporting — even if the latter is partially sensationalized -—
indicate a capability shift that is not being integrated into threat models calibrated
to human-operated intrusion tempo. The assumption that should be challenged: *"AI-
augmented attacks remain a 12-24 month horizon threat."* Evidence this week suggests

the horizon is now.

Secondary blind spot: the assumption that Houthi targeting is symbolic. Sustained
precision against Saudi Red Sea refineries indicates improved terminal guidance -—

likely Iranian-transferred — that should be re-baselined.

DOMAIN ASSESSMENTS

CYBERSECURITY

Active actors: Russian APTs (Zimbra zero-click, Laundry Bear); Clop ransomware
(Windchill FlexPLM targeting); unattributed actor deploying Hermes AI agent against
Thai Finance Ministry. TTPs: zero-click email exploitation, DNS hijacking of hotel Wi-
Fi to harvest Microsoft 365 credentials, agentic AI automation of reconnaissance and
initial access, exploitation of enterprise AI workspace flaws (ChatGPT vulnerability).
Sectors targeted: government finance (Thailand), diplomatic email (Zimbra targets
consistent with prior Russian collection priorities), manufacturing PLM systems
(Clop/Windchill), hospitality-adjacent corporate targets. Cross-domain flag: Russian
cyber collection tempo aligns with Ukrainian battlefield initiative shift — supporting

intelligence gap-filling.

COUNTER-TERRORISM

Key actors: TTP and BLA in Pakistan (Mastung, South Waziristan, northwest car bombing
killing 27); resurgent militants in Kashmir (Anantnag); West Bank cells prompting 70+
IDF arrests. Operational patterns: exploitation of state attention diverted to Iran
conflict; suicide-vector attacks on Pakistani security checkposts; opportunistic urban
attacks in contested zones. Geographic spread: widening in Balochistan/KP corridor.
Cross-domain flag: Reported Iranian smuggling of agents via UK Channel-migrant routes
— 1if corroborated, this 1is terrorism-logistics infrastructure with direct state-
intelligence overlap. Poland warning of "terrorist attack being prepared" warrants

urgent validation.



REGIONAL CONFLICTS

Active zones: Iran (US strikes), Red Sea (Houthi-Saudi exchanges), Strait of Hormuz
(tanker attack), Ukraine (Kyiv strike, Black Sea drone expansion), Sudan (RSF
legitimization dispute), Yemen (frozen conflict reactivating). Escalation indicators:

US crossed strike threshold on Iran; Houthis expanded target set to Saudi refineries;
Iran conflict "spreading to Caspian" per reporting. De-escalation indicators: Vatican-
brokered Trump-Zelensky rapprochement — a genuine positive signal, though narrow.
Cross-domain flag: Yemen war —reactivation creates permissive environment for

AQAP/ISIS-Y resurgence within 30-60 days.

NATIONAL SECURITY

State-level threats: Iranian conventional and asymmetric options remain largely un-
degraded despite US strikes; Russia continues integrated cyber-kinetic operations;
Netanyahu's West Bank outpost expansion is a domestic-political signal with regional
destabilization spillover. Intelligence operations: Russian email-collection surge;
alleged Iranian human infiltration into UK. Enabler flag: US reputational strain over
Iran response — cited in reporting as a "reputational crisis" — is itself a strategic

vulnerability that adversaries will test.

EMERGING THREATS

e [Cybersecurity] — Agentic AI (Hermes) used to automate a full-chain attack against
a national finance ministry. Confidence: HIGH. Why it matters now: This is the
first confirmed nation-scale agentic AI attack in open reporting; it validates a

capability shift that defensive postures are not yet calibrated for.

e [National Security] — Reported Iranian use of UK Channel migrant routes to insert
intelligence agents. Confidence: LOW (single-source, requires corroboration). Why
it matters now: If validated, this represents a qualitative shift in Iranian

hostile-state activity on European soil beyond assassination plots.

e [Regional Conflicts] — Conflict spillover into the Caspian basin, referenced in
high-signal reporting. Confidence: MODERATE. Why it matters now: Caspian
involvement pulls in Azerbaijan, Turkmenistan, and Russian southern-flank
interests, geographically expanding the Iran conflict beyond current containment

assumptions.

PREDICTIVE ASSESSMENT — 7 TO 14 DAY OUTLOOK

. — Houthis will conduct at least two additional missile or drone strikes
against Saudi Red Sea oil infrastructure. Trigger indicator: Saudi ADS-B/NOTAM

changes over Jazan and Yanbu.

. — At least one additional commercial vessel will be attacked in the Bab el-
Mandeb or Strait of Hormuz. Trigger indicator: UKMTO warning notice or sudden

Lloyd's List Intelligence war-risk premium adjustment.

° — Russia will conduct a follow-on cyber operation against Ukrainian or

NATO logistics email systems using Zimbra or similar unpatched enterprise mail



vulnerabilities. Trigger indicator: CERT-UA advisory on Zimbra IOC expansion.

— Netanyahu's Washington visit will produce a US public commitment to
expanded Iran strike options, not de-escalation. Trigger indicator: joint statement

language on "all options" or specific reference to Iranian nuclear facilities.

— TTP or BLA will execute a mass-casualty attack (>15 killed) in
Balochistan or KP province within 14 days. Trigger indicator: ISPR announcement of

additional IBOs in Mastung/Waziristan corridor.

[LOW-MODERATE] — A second confirmed agentic-AI-driven cyber intrusion against a
government or critical-infrastructure target will be publicly disclosed. Trigger
indicator: national CERT advisory referencing autonomous agent behaviour in

incident telemetry.




KEY ACTORS & ENTITIES

RGN e PRIMARY CROSS-DOMAIN CURRENT THREAT
DOMAIN ACTIVITY POSTURE TRAJECTORY
Iran (IRGC + State Regional Proxy Absorbing US 1
state) Conflict operations, strikes;
alleged UK escalating via
infiltration, proxies
latent cyber
Houthis (Ansar Non-state / Regional Maritime Active 1
Allah) Iran proxy Conflict terrorism, offensive
energy- against Saudi
infrastructure and shipping
attack
United States State National Kinetic strike Escalating 1
Security on Iran, cyber kinetic;
defence, reputational
Ukraine strain
mediation
Russia (GRU/FSB State Cyber + Zimbra Sustained -
+ MoD) Regional exploitation, hybrid
Conflict Laundry Bear, operations
Kyiv strikes
Ukraine State Regional Black Sea drone Strategic -
Conflict campaign, initiative but
political command
turbulence friction
Israel State Counter- West Bank ops, Assertive 1
(IDF/Government) Terror + Iran strike across all
Regional coordination, fronts
settlement
expansion
Saudi Arabia State Regional Air defence, Defensive; 1
Conflict energy security considering
retaliatory
options
TTP Non-state Counter- Cross-border Rising 0
Terrorism logistics via operational
Afghanistan tempo
BLA / Baloch Non-state Counter- Suicide attacks Active 1
militants Terrorism on Pakistani insurgency
forces phase
Clop Ransomware Cyber Cybersecurity Windchill/PLM Active -
Group criminal data theft exploitation
campaign
Unattributed Cyber Cybersecurity Agentic-AI Capability 1
Hermes AT (unknown intrusion vs demonstration
operator attribution) government phase

finance



PRIMARY CROSS-DOMAIN CURRENT THREAT

ACTOR TYPE
DOMAIN ACTIVITY POSTURE TRAJECTORY
RSF (Sudan) Non-state Regional Territorial Rejecting -
armed group Conflict control dispute political off-
ramps

End of Assessment. Analyst note: The convergence of active Iran-Houthi-Saudi kinetic
escalation, sustained Russian hybrid operations, and the operationalization of agentic
ATl 1in offensive cyber constitutes the most compressed multi-domain threat window
observed 1in this reporting series. Recommend elevated collection prioritization on
Hormuz maritime indicators, Zimbra IOC expansion, and Iranian human-intelligence

infrastructure in Europe.
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