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DOMAIN SIGNALS CRITICAL HIGH MODERATE Low AVG SCORE
National Security Threats 127 0 4 82 41 4.9
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Regional Conflicts 142 0 2 88 52 5.2
TOTAL 401 0 9 227 165
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EXECUTIVE SUMMARY

e A US-Iran kinetic conflict has entered its attrition phase and is now generating
measurable second-order effects across the Indo-Pacific, maritime chokepoints, and
US domestic politics simultaneously. The loss of 45 MQ-9 Reapers (~25% of fleet),
diversion of USS Abraham Lincoln from the Pacific to CENTCOM, reported Iranian
strikes on US naval logistics at Bahrain, and mounting GOP pressure ahead of

midterms indicate the conflict is no longer a discrete regional event but a global
force-posture crisis. Confidence:

e Iran is executing a coordinated multi-domain campaign — parliamentary-level
coordination with Hezbollah (Ghalibaf), Houthi strikes on Saudi oil sites and
Yemeni government forces, tanker attacks in the Strait of Hormuz, and threats to
Israeli assets in Somalia — indicating Tehran's proxy architecture is functioning
as a single integrated theater despite direct war pressure. This is the most
significant actor movement of the week. Confidence:

o« The Bab-el-Mandeb will supplant Hormuz as the dominant maritime security flashpoint
within 30-60 days as Houthi capabilities expand southward toward Somalia and
Israeli-linked shipping. Convergent signals — Houthi threats against Israeli
presence in Somalia, continued Saudi oil site attacks, and open-source analytic
consensus ("Hormuz Is Yesterday's Crisis") — support this trajectory. Confidence:



e Sandworm-linked UAC-0145's fake-interview VPN implant campaign, combined with
Apple's new mercenary-spyware notifications and a surge in APAC AI-enabled attacks,
signals that state cyber actors are shifting toward social-engineering-plus-
legitimate-tooling attack chains that bypass conventional EDR. This is the emerging

signal most likely to produce a strategic surprise in Q4 2026. Confidence:

STRATEGIC SYNTHESIS

1. Converging Threats. Four distinct developments this week are causally linked, not
coincidental. First, the US-Iran war is directly degrading US Pacific deterrence: the
Lincoln redeployment, Reaper attrition, and reported Iranian action against the
Bahrain naval base create a documented capability gap that Chinese planners are
observing in real time (reflected in the "Weekly Defence Dispatch" coverage of China's
Arunachal map assertion and BrahMos-2 posturing). Second, Iranian parliamentary
contact with Hezbollah (Ghalibaf) coincides with intensified Israeli strikes in
southern Lebanon and Houthi escalation in Yemen — indicating Tehran is compensating
for direct kinetic losses by activating its proxy network across three fronts. Third,
Sandworm (GRU Unit 74455) continues cyber-espionage operations against Ukraine-
adjacent targets via UAC-0145, while Ukraine simultaneously struck Russian Starlink-
equivalent infrastructure and damaged frigates at Novorossiysk — the cyber and kinetic
domains in the Russia-Ukraine theater are now operating on synchronized targeting
cycles. Fourth, the Pak-Saudi-Turkiye defense pact announcement runs parallel to Mecca
pact commentary and Iranian-Omani navigation agreements on Hormuz — a Sunni bloc

consolidation is forming in direct response to Iranian regional behavior.

2. Shared Actors & Infrastructure. Iran is the connective tissue across all four
domains this reporting period: state-on-state warfighter (vs. US/Israel), proxy
sponsor (Hezbollah, Houthis, Iraqi militias), maritime coercion actor (Hormuz tanker
attacks, disputed Qatar pilot incident), and — via IRGC-linked cyber units
historically — a latent cyber threat. The '"sweeping reshuffle at the top of the
Islamic Republic's power structure" 1is a critical signal: wartime consolidation
typically precedes either escalation authority delegation or negotiation posture
change. Russia's Sandworm operating against Ukrainian defense workers via fake job
interviews shares tradecraft DNA with North Korean Lazarus operations against crypto
and defense sectors — [ANALYTIC JUDGMENT, MODERATE CONFIDENCE] suggesting either
tradecraft diffusion or coordinated methodology within the CRINK (China-Russia-Iran-
North Korea) informal alignment. The Houthis function as an Iranian force multiplier
in Yemen, a maritime disruptor in the Red Sea, and now — per their own statements — a
threat projector into Somalia, representing the clearest single-actor cross-domain

expansion of the week.

3. Compound Risk Scenarios.

e Rank 1 — Pacific Opportunism During CENTCOM Fixation (Probability: MODERATE /
Impact: SEVERE). With a US carrier withdrawn from the Pacific, Reaper stocks
depleted, and Washington's political bandwidth consumed by war-exit debate, the 14-
45 day window presents the highest PLA opportunity since 2022 for a coercive action

against Taiwan, Second Thomas Shoal, or Arunachal Pradesh. The compound driver: US



logistics attrition + midterm political constraint + Chinese demonstrated intent

signaling.

e Rank 2 — Red Sea/Bab-el-Mandeb Closure Event (Probability: MODERATE-HIGH / Impact:
HIGH). Houthi expansion toward Somalia, continued Saudi oil site strikes, and UAE
tanker attacks blamed on Iran collectively indicate the maritime environment south
of Hormuz is deteriorating faster than Hormuz itself. A single successful strike on
an Israeli-linked hull near Bab-el-Mandeb would trigger insurance-market closure of

the route within 72 hours.

4. Strategic Blind Spots. The intelligence community is 1likely underweighting the
cyber dimension of the US-Iran war. This week's cyber reporting is dominated by
criminal ransomware, APAC AI attacks, and Sandworm-Ukraine activity — with near-zero
visibility on Iranian offensive cyber operations against US critical infrastructure
despite active kinetic conflict. [KEY ASSUMPTION TO CHALLENGE]: The prevailing
assumption that Iran's cyber apparatus has been degraded or is being held in reserve
is unsupported by evidence; the alternative hypothesis — that Iranian cyber operations
are actively underway but under-detected or under-reported — deserves equal analytical
weight. The absence of signal 1is not -evidence of absence, particularly given

historical IRGC cyber patterns during periods of kinetic pressure (2019-2020, 2024).

DOMAIN ASSESSMENTS

CYBERSECURITY

Active actors: Sandworm (via UAC-0145) targeting Ukrainian and Ukraine-adjacent
personnel through fake job interview 1lures delivering VPN-based command execution
implants; Armored Likho expanding espionage toolkit (Russia-nexus); unattributed
operators deploying WindRelay Android/NFC malware and EvooolBot Linux router botnet.
TTPs: social engineering into legitimate-tooling deployment (VPN clients, NFC relay),
router-level traffic relay for anonymization, AI-augmented attack tooling (Kaspersky
blocked 75M threats / 250K ransomware incidents in APAC). Sectors targeted: Ukrainian
defense workforce, financial infrastructure (NFC payments), edge networking equipment,
cloud/SaaS (Google Workspace attack chain research). Cross-domain flag: UAC-0145
activity is direct battlefield support for Russian operations in Ukraine — cyber and
kinetic are integrated. Apple's mercenary spyware notifications indicate continued
NSO/Intellexa-class targeting of dissidents and officials, 1likely including actors

relevant to Iran and Gulf political disputes.

COUNTER-TERRORISIM

Key actors: Houthis (Ansar Allah) — striking Saudi o0il sites, Yemeni government
forces, threatening Israeli assets in Somalia; Hezbollah — receiving direct Iranian
parliamentary-level coordination via Ghalibaf despite Lebanese government objections;
Taliban — marking five years in power amid deepening humanitarian crisis (elevated
instability risk); JNIM/ISGS-adjacent groups in Mali (82 soldiers released, indicating
negotiated leverage). Operational patterns: proxy escalation synchronized with Iranian
state-level pressure; maritime terrorism migrating from Hormuz toward Bab-el-Mandeb.

Cross-domain flag: Hezbollah-Ghalibaf contact 1is a terrorism-financing/logistics



signal with direct regional conflict implications — Iran is deliberately breaching

Lebanese sovereignty to preserve proxy command channels during wartime.

REGIONAL CONFLICTS

Active zones: US-Iran (kinetic, ongoing); Israel-Lebanon (11 killed in southern
Lebanon strikes, PM Salam condemnation); Israel-West Bank (Qusra settler violence, new
settlement expansion, Jerusalem religious harassment incidents); Yemen (Houthi vs.
government, four <civilians killed in port strike); Libya (Zawiya instability);
Ukraine-Russia (Pokrovske sector, 170 clashes, Novorossiysk frigate strike).
Escalation indicators: Qatar-Iran pilot dispute (three IRIAF pilots allegedly downed
and captured — denied by Doha); Iranian regime reshuffle; Pak-Saudi-Turkiye defense
pact. De-escalation indicators: South Korean proposal for formal Korean War end; Iran-
Oman navigation agreement on Hormuz. Cross-domain flag: West Bank settler violence
trajectory — normalized harassment plus new settlement construction - creates
radicalization pipeline that historically feeds regional terrorism cycles within 12-24

months.

NATIONAL SECURITY

State-level threats: China's Arunachal cartographic assertion and BrahMos-2 signaling
amid US Pacific drawdown; Russia's continued warfighting despite Ukrainian deep
strikes and internal "revolution warning" reporting on Putin; Iranian regime
consolidation. Intelligence operations: US ramping intelligence capabilities in Cuba
(per open reporting) — significant given historical Russian and Chinese SIGINT
presence on the island; Australian Labor government tightening war-related powers over
universities (counter-foreign-interference posture). Geopolitical shifts: Trump
administration's public warmth toward an authoritarian counterpart  ("GREAT
relationship"), combined with commentary that "America Is Betting Against
International Law," signals a durable normative realignment. Cross-domain enabler
flag: US carrier redeployment is the single most consequential enabler this week — it

lowers the cost of coercive action for every US adversary simultaneously.

EMERGING THREATS

e [Cybersecurity] — Sandworm's pivot to fake job-interview lures delivering VPN
implants with command execution capability. Confidence: [[HieH] |. Why it matters
now: This TTP is directly transferable to targeting US defense-industrial base
personnel during the Iran conflict and is difficult to detect via conventional

email security gateways.

e« [Counter-Terrorism / Maritime] — Houthi threat projection into Somalia against
Israeli intelligence/military presence. Confidence: . Why it matters now:
This extends Iranian proxy reach across the entire Bab-el-Mandeb approach and
creates a two-sided chokepoint threat (Yemen coast + Somali coast) that current

CTF-153 posture is not sized to counter.

e [National Security] — US intelligence expansion in Cuba concurrent with White House
economic pressure campaign. Confidence: . Why it matters now: A Cuban

destabilization scenario during active Iran conflict and Pacific carrier gap would



create a three-theater simultaneity that historically triggers strategic

miscalculation.

PREDICTIVE ASSESSMENT — 7 TO 14 DAY OUTLOOK

— Houthi forces will conduct at least one additional strike on Saudi oil
infrastructure or a commercial vessel in the southern Red Sea. Trigger indicator:
Ansar Allah spokesman Yahya Saree public statement or Al-Masirah broadcast claiming
a named target.

. — Sandworm/UAC-0145 will expand the fake-interview lure campaign beyond
Ukrainian targets to NATO defense contractors or think tanks. Trigger indicator:
CERT-UA or Mandiant advisory identifying the VPN implant in a non-Ukrainian

environment.

o — China will conduct an above-baseline PLA Navy or PLAAF activity around
Taiwan or the Second Thomas Shoal within the Lincoln absence window. Trigger
indicator: MND Taiwan daily incursion report exceeding 40 aircraft in a single day,
or PLAN vessel entering Second Thomas Shoal exclusion zone.

. — The Iranian regime reshuffle will produce a new IRGC-Quds Force
commander or Supreme National Security Council secretary within 14 days. Trigger
indicator: IRNA or Tasnim announcement of a senior appointment; Khamenei public

decree.

. — GOP congressional resolution or Senate floor action attempting to
constrain US Iran war authority. Trigger indicator: Named Republican senator (Paul,

Lee, or Massie in House) introducing a War Powers Resolution.

e [LOW-MODERATE] — A publicly attributed Iranian cyber operation against US critical
infrastructure (energy, water, or financial) will surface. Trigger indicator: CISA
emergency directive or FBI Flash alert naming an Iran-nexus actor (APT34, APT35, or

MuddyWater derivative).




KEY ACTORS & ENTITIES

ACTOR TYPE PRIMARY CROSS-DOMAIN CURRENT THREAT
DOMAIN ACTIVITY POSTURE TRAJECTORY
Iran (IRGC State Regional Kinetic war with Wartime 1
+ State) Conflict US/Israel; proxy consolidation,
command; maritime leadership
coercion; latent reshuffle
cyber
Houthis Non-state Counter- Yemen ground war; Expanding 1
(Ansar Terrorism / Saudi oil strikes; operational
Allah) Maritime Red Sea shipping; envelope
Somalia projection
Hezbollah Non-state Counter- Direct Iranian Reactivating 1
Terrorism parliamentary under Iranian
coordination; direction
southern Lebanon
confrontation with
IDF
Sandworm State cyber Cybersecurity Ukraine battlefield Active 1
(GRU support; NATO campaign, new
74455) / defense-worker TTP deployment
UAC-0145 targeting
Russian State National Ukraine war; Strained but -
Federation Security / Novorossiysk active
Regional exposure; internal
Conflict instability signals
People's State National Arunachal signaling; Opportunistic )
Republic Security BrahMos-2 counter - watch-and-wait
of China posturing; observing
US carrier gap
United State Cross-domain Iran war; Pacific Overextended, -
States redeployment; Cuba politically
intelligence contested
expansion; domestic
political constraint
Israel State Regional Southern Lebanon Multi-front )
Conflict strikes; West Bank operations
settlement expansion;
Somalia exposure
Taliban Non-state Counter- Five-year Consolidated N
(governing) Terrorism anniversary; but brittle
humanitarian crisis;
latent safe-haven
risk
Pak-Saudi- State National Defense pact Emerging 1
Turkiye alignment Security formation; Sunni
Bloc consolidation vs.

Iran



PRIMARY CROSS-DOMAIN CURRENT THREAT
ACTOR TYPE
DOMAIN ACTIVITY POSTURE TRAJECTORY
Armored State-nexus Cybersecurity Expanded espionage Active, 1
Likho cyber toolkit (Russia- escalating
nexus) tradecraft
DPRK State National ROK peace overture Ambiguous — -
Security recipient; latent decision point
cyber/proliferation pending
End of Assessment. Next scheduled report: 23 August 2026. Priority collection

requirements: (1) Iranian offensive cyber indicators against US CI; (2) PLA activity
indicators during carrier gap; (3) Bab-el-Mandeb maritime domain awareness; (4)

Iranian regime reshuffle personnel identification.
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