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EXECUTIVE SUMMARY

e Houthi strike on Riyadh airport represents the week's most consequential threat
vector, killing 12 and triggering EU airspace warnings, flight cancellations, and a
Pakistan-Turkey convening in Mecca. The attack materially shifts the Gulf aviation
security calculus and places direct pressure on the Saudi-Iran détente framework.

e China-linked cyber actors conducted the most significant actor movement, with FBI
disclosure of a China-run portal selling access to stolen emails, US seizure of 7
domains and 250,000 compromised routers, and Flax Typhoon disruption — a
coordinated US counter-intelligence push occurring weeks after the Xi-Trump White

House meeting.
« Highest-confidence prediction: The Gaza ceasefire framework will continue to erode
through sub-threshold Israeli raids and Hamas residual activity without full

collapse, while regional spillover (Lebanon, Red Sea, Riyadh) accelerates. The

ceasefire is nominal, not operational.

e« Most important emerging signal: AI-enabled cybercrime has crossed an operational
threshold — Anthropic's Claude agents were used in attacks on South Korean banks,
and South Korea/Japan report AI-driven attack volume surges. This is the first week
where agentic AI misuse is a confirmed, not theoretical, financial-sector threat.



STRATEGIC SYNTHESIS

1. Converging Threats. Four developments this week are causally linked and form a
coherent escalation chain radiating from the Iran-Saudi-Yemen theatre. The Houthi
attack on Riyadh airport (12 killed, hundreds injured), the IRGC's claim of strikes
amid "escalating Yemen conflict," reporting that Iran retains missile/drone production
capacity despite US-Israeli strikes, and the drone attack on a Panama-flagged tanker
off Sharjah collectively indicate that the Iran-aligned axis has reconstituted strike
capability faster than Western assessments projected following earlier interdiction
campaigns. The Mecca convening of Pakistan and Turkey at Saudi request — and the
explicit framing that neither will fight the Houthis kinetically — confirms that
Riyadh's deterrent architecture is degraded and that it is now seeking political-

symbolic reinforcement rather than military coalition.

In parallel, the China cyber cluster (FBI email-access portal disclosure, Flax Typhoon
action, router botnet seizure, Chinese hacking tool seizure) is temporally compressed
and almost certainly represents a pre-planned US interagency disclosure wave timed to
establish 1leverage ahead of follow-on US-China diplomatic engagement — note the
simultaneous proposal for a US-China AI crisis hotline. These are not independent

events; they are a sequenced signalling operation.

2. Shared Actors & Infrastructure. Iran is the clearest cross-domain actor this week,
operating simultaneously in the Yemen conflict (via Houthi proxy), maritime
interdiction (Sharjah tanker), and sustained missile/drone industrial reconstitution.
The Houthi financial networks reporting ("multibillion-dollar") wunderscores that
counter-terrorism finance and regional conflict streams are the same target set -
sanctions, interdiction, and kinetic action against the Houthis are now inseparable

workstreams.

China operates across cyber espionage (email portal), cyber-enabled criminal
infrastructure (routers, hacking tools), and strategic signalling (hotline proposal,
Taiwan National Day context with Lai Ching-te's cross-strait remarks). The Flax
Typhoon and router seizure actions indicate PRC cyber infrastructure is dual-use:

espionage platforms doubling as pre-positioned disruption capability.

North Korea-linked and criminal actors are converging on South Korean financial
targets, with Claude-agent attacks on ROK banks representing a notable TTP shift. We
assess with MODERATE confidence that AI-agent tradecraft will diffuse from this

incident to other state-aligned criminal ecosystems within 60 days.
3. Compound Risk Scenarios.

e Rank 1 — Gulf aviation shutdown + 0il market shock (probability: MODERATE; impact:
HIGH). A second Houthi strike on Saudi or UAE civil aviation infrastructure within
14 days, combined with EU/ICAO expansion of airspace warnings already underway,
would trigger insurance-driven cessation of Gulf commercial aviation and a
corresponding Brent spike. The Riyadh attack has already established the precedent;

Houthi financial and missile capacity remains intact per this week's reporting.

e Rank 2 — Taiwan Strait cyber-kinetic coupling (probability: LOW-MODERATE; impact:
HIGH). Lai Ching-te's National Day speech coincided with the US China-cyber

disclosure wave. A PRC response combining cyber retaliation (leveraging the exposed



router infrastructure before it is fully dismantled) with PLA activity around

Taiwan would convert this week's tactical cyber actions into a strategic crisis.

4. Strategic Blind Spots. The IC is likely underweighting the degree to which the Gaza
"ceasefire" framing is distorting threat perception across the broader Middle East.
Reporting this week — "every day there are deaths," Israeli drone strikes in Lebanon
near the Syrian border, continued Israeli raids — indicates the ceasefire exists
primarily as a diplomatic construct. Assumption to challenge: that the one-year Gaza
ceasefire anniversary represents conflict de-escalation. Evidence supports the
opposite — conflict has dispersed geographically (Lebanon, Red Sea, Riyadh, maritime)
while the Gaza-specific intensity has moderated. Measuring regional stability by Gaza

casualty trends alone will produce false reassurance.

A secondary blind spot: AI-agent misuse is being tracked as a cybercrime story, but
the South Korea banking incident indicates it should be tracked as a financial-sector
systemic risk requiring Treasury/central bank engagement, not just cyber-defender

response.

DOMAIN ASSESSMENTS

CYBERSECURITY

Active actors: China-linked clusters (Flax Typhoon, operators behind the FBI-disclosed
email portal), ShinyHunters (member detained in Jordan; related exec arrest in US),
Qilin ransomware (core member extradited to Germany), and unattributed actors
leveraging Anthropic Claude agents against ROK banks. TTPs: Agentic AI deployment
against financial sector; residential proxy malware pre-installed on low-cost Android
devices (supply-chain compromise); exploitation of maximum-severity Sonicwall and
Citrix NetScaler flaws. Sectors: Financial (ROK, Japan), network edge appliances
(global), consumer devices. Cross-domain flag: The China router botnet (250,000
devices) 1is pre-positioning infrastructure usable for disruption during a Taiwan
contingency — this is cyber capability directly supporting potential regional conflict

escalation.

COUNTER-TERRORISM

Key actors: Houthis (Riyadh airport attack, financial networks exposed),
TTP/affiliated groups (Khyber Pakhtunkhwa deterioration; GoKP governance failure
acknowledged, possible emergency imposition under consideration), residual IS networks
(Lisa Smith case highlighting European foreign-fighter 1legacy). Patterns: Shift from
border/military targets to high-visibility civilian aviation (Riyadh). Geographic
spread: Arabian Peninsula, Pakistan's northwest, maritime Gulf. Cross-domain flag:
Houthi multibillion-dollar financial network reporting indicates terrorism financing
is now a Gulf-state security issue, not solely a US Treasury file; expect expanded

sanctions coordination.

REGIONAL CONFLICTS
Active zones: Yemen-Saudi (sharp escalation), Ukraine (Zaporizhzhia glide-bomb
strikes, Pokrovsk/Huliaipole front, 195 clashes 1in a single reporting day),

Gaza/Lebanon (ceasefire-in-name-only). Escalation indicators: EU aviation body



expanded Saudi airspace warning; US carrier posture ("three aircraft carriers ready");
IRGC strike claims. De-escalation indicators: Minimal — Mecca Pact diplomacy 1is
defensive, not resolution-oriented. Cross-domain flag: Russian high-tempo strikes on
Ukrainian cities during Western attention diversion to the Gulf 1is a classic

exploitation pattern; expect continuation.

NATIONAL SECURITY

State-level: South Korea tested first domestically developed hypersonic weapon — a
material shift in NEA strike balance. Taiwan National Day proceeded with cross-strait
dialogue framing. US sanctioned ICC (institutional/diplomatic). Trump statements on
Zelensky and on livestreamed military executions introduce policy volatility. Cross-
domain enabler flag: ROK hypersonic capability combined with ongoing DPRK/China cyber
targeting of ROK financial sector creates a two-front pressure dynamic Seoul must now

manage simultaneously.

EMERGING THREATS

« [Cybersecurity] — Operational use of commercial AI agents (Claude) in attacks
against South Korean banking sector. Confidence: HIGH. Why it matters now: This is
the first confirmed instance of agentic AI being used at scale against a G20
financial system and establishes a replicable TTP.

¢ [Counter-Terrorism / Regional Conflicts] — Houthi demonstrated capability to strike
deep into Saudi civilian aviation infrastructure despite months of US-Israeli
degradation campaigns. Confidence: HIGH. Why it matters now: Invalidates the
assessment that Iran-axis strike capacity was meaningfully suppressed; forces

insurance and aviation sector re-rating of Gulf risk.

e« [National Security] — Supply-chain compromise of low-cost Android devices shipping
with residential proxy malware. Confidence: MODERATE. Why it matters now: Creates a
persistent, hard-to-remediate proxy infrastructure usable for state-aligned

operations against Western networks and complicates attribution.

PREDICTIVE ASSESSMENT - 7 TO 14 DAY OUTLOOK

— The Houthis will conduct at least one additional stand-off strike attempt
against Saudi or UAE infrastructure within 14 days. Trigger to watch: NOTAMs issued

by GACA or UAE GCAA; additional carrier flight cancellations beyond current scope.

o — Active exploitation of the SonicwWall maximum-severity flaw will produce
at least one publicly disclosed enterprise breach. Trigger to watch: SEC 8-K

filings or CISA emergency directive expansion.

o — US Treasury will announce new sanctions designations targeting Houthi
financial network nodes identified in this week's reporting. Trigger to watch: OFAC

SDN 1list update referencing Yemen-based financial facilitators or hawala networks.

o — Pakistan federal government will impose emergency measures or expanded
federal security role in Khyber Pakhtunkhwa. Trigger to watch: Formal notification
following Shehbaz-Zardari consultations; ISPR statement on expanded military

deployment.



o — Follow-on US law enforcement action against China-linked cyber
infrastructure within 10 days, timed with diplomatic engagement. Trigger to watch:
DOJ indictment unsealing or additional domain seizure announcement.

e [LOW-MODERATE] — Israeli kinetic action in Lebanon will escalate beyond current
drone-strike tempo to a named operation. Trigger to watch: IDF Northern Command
reservist call-up; evacuation advisories for northern Israeli communities.




KEY ACTORS & ENTITIES

ACTOR TYPE PRIMARY CROSS-DOMAIN CURRENT POSTURE THREAT
DOMAIN ACTIVITY TRAJECTORY
Houthis (Ansar Non-state Regional CT (airport offensive, 1
Allah) armed Conflicts attack), maritime demonstrating
group (tanker), terror reconstituted
finance strike
capability
Iran / IRGC State Regional Proxy direction, Reconstituting 1
Conflicts missile/drone post-strike
production, capacity;
maritime claiming direct
action
Saudi Arabia State National CT target, Defensive; -
Security aviation seeking
security, political
diplomatic reinforcement
convenor (Mecca
Pact)
PRC state- State / Cybersecurity Pre-positioning Partially -
linked cyber state- for Taiwan exposed;
actors (incl. aligned contingency, infrastructure
Flax Typhoon) email espionage degraded but
intact
ShinyHunters Cybercrime Cybersecurity Financial sector, Disrupted — !
group data brokerage arrests in US
and Jordan
Qilin Cybercrime Cybersecurity Enterprise Degraded — core !
ransomware group extortion member
extradited to
Germany
Russia (MoD / State Regional Glide-bomb Sustained high- 1
VKS) Conflicts campaign, tempo offensive,
civilian Donetsk pressure
targeting
Israel (IDF) State Regional Gaza raids, Dispersed low- )
Conflicts Lebanon strikes, intensity
Syria border ops operations
across multiple
fronts
Hamas Non-state CT / Regional Ceasefire party, Degraded but -
armed Conflicts residual armed operationally
group presence present in Gaza
TTP / KP-based Non-state Counter - Governance Expanding — 1
militants armed Terrorism destabilisation provoking
group in Pakistan federal

emergency debate



e e PRIMARY CROSS-DOMAIN SEEET DEEIE THREAT
DOMAIN ACTIVITY TRAJECTORY
DPRK State National Cyber wWatching ROK -
Security (financial), hypersonic test;
missile likely response
development pending
context
PRC (state, State National Taiwan cross- Dual-track: =
political) Security strait, cyber hotline proposal

signalling, AI
diplomacy

+ continued

cyber ops
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