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SIGNAL INTELLIGENCE SUMMARY

DOMAIN SIGNALS CRITICAL HIGH MODERATE Low AVG SCORE
Cybersecurity 141 0 0 77 64 5.8
National Security Threats 153 0 2 88 63 5.8
Regional Conflicts 185 0 1 108 76 6.1
Counter-Terrorism 91 0 1 53 37 6.0
TOTAL 570 0 4 326 240

WEEKLY INTELLIGENCE ASSESSMENT
Period: 2026-11-08 to 2026-11-15

Corpus: 570 articles (Cybersecurity 141 | National Security 153 | Regional Conflicts 185 | Counter-

Terrorism 91)

EXECUTIVE SUMMARY
- Most consequential threat vector: Iran's war is no longer confined to the Gulf. The GCC

reports more than 7,000 Iranian missiles and drones fired at member states since 28 February. The
IRGC claims it struck a US early-warning radar in Bahrain in retaliation for a US strike on Sirik. In the
same week, France and the US attributed sabotage of European grocery freezer systems to Tehran. US
Treasury Secretary Bessent was relocated to a military base over an Iranian assassination threat. Iran
also continues to deny the IAEA access to the Isfahan enrichment plant. Judgment: Iran is running
kinetic, cyber-physical, assassination and nuclear-ambiguity pressure at the same time. This is the most

dangerous multi-domain actor in the current picture.

. Most significant actor movement: Washington is restructuring three negotiating tracks at once.
Reported facts:

o US envoys floated NATO membership for Ukraine in exchange for withdrawal from Donbas (Abu
Dhabi).

o The US-Russia talks have widened to cover European security architecture.
o A Trump-Putin-Xi trilateral on nuclear arms reductions is set for 19 November in Shenzhen.

o Irandiplomacy has been removed from Vice-President Vance's portfolio.



Judgment: Moscow will treat the widened agenda as validation of its 2021 draft treaties. Western

cohesion is under more strain this week than at any point in the dataset.

. Highest-confidence prediction: the Shenzhen trilateral will produce no binding arms-control
outcome. Expect at most a joint statement or agreement to continue consultations. Putin's
reported hardening of demands and Russia's rejection of a US-mediated energy truce on 13 November
rule out a near-term breakthrough. The battlefield is intensifying, not winding down: a record claimed

3,000 Russian casualties in a single day, and roughly 1,200 Ukrainian drones in one night.

. Most important emerging signal: perimeter and remote-access infrastructure is being weaponised
for destructive effect. [ IMODERATE] | Attackers chained PHP2Shell with CVE-2026-123039 to take root
control of Check Point Security Gateways and alter firewall rules. Separately, the SCKit worm spread
through MSP ScreenConnect instances from 11 November. Judgment: Both campaigns go after trust
infrastructure that sits upstream of thousands of organisations. Attribution has not been reported.
However, the destructive tradecraft fits state pre-positioning better than financially motivated crime,

and the timing coincides with active Iranian cyber-physical operations in Europe.

STRATEGIC SYNTHESIS

1. Converging Threats
Three causal chains connect this week's reporting.

Chain A: Iran's kinetic campaign, cyber-physical sabotage and Western homeland risk.

- Reported: Kinetic operations against GCC civilian infrastructure (airports, ports, desalination, power)

run in parallel with:
o anattributed cyberattack on European cold-chain systems;
o anassassination threat against a sitting US cabinet officer;
o the extradition of alleged IRGC operative Mohammed al-Saadi on terrorism charges.
. Judgment|[ [HIGH] | These are not separate streams. They match an IRGC doctrine of horizontal

escalation: imposing costs where the adversary is least defended (European civilian OT, US officials)

while avoiding a decisive US strike.
. Restraint is conditional. Trump has signalled he will defer major action unless Iran or the Houthis
provoke the US. The IRGC's claimed strike on a US radar in Bahrain already tests that threshold.
Chain B: Russia-Ukraine negotiation leverage and NATO-adjacent coercion.
. Reported: Three developments landed within the same 96 hours:
o three commercial vessels struck by drones near Romania's Black Sea coast (13-14 November);

o a US Army lieutenant colonel at the Allied Rapid Reaction Corps HQ arrested for alleged espionage

for Russia (10 November);

o Zelensky warning that Starshield speed caps are degrading operations in occupied territory.

- Judgment | [MODERATE] |: Each event raises Russian leverage, or lowers Ukrainian leverage, ahead of
Shenzhen.

« The Starshield caps are a significant variable. A US-controlled commercial space service is now
functioning as a negotiating instrument. Ukraine's battlefield C2 is therefore partly dependent on US

diplomatic choices, not only on Russian counter-space capability.

Chain C: DPRK revenue generation and global supply-chain exposure.

. Reported:



o The US is seizing or restraining $1.2bn, within a broader $2.7bn freeze, from a Binance theft

exceeding $6bn.
o The FBI disrupted FaceStealer, which stole $400m+ from 900+ victims using deepfake video calls

and compromised accounts. Targets included open-source software maintainers.

. Judgment[ [HiGH] |: This is the largest DPRK revenue disruption in the dataset. Even partial seizure
leaves several billion dollars unrecovered for regime use.

- Judgment | [MODERATE] |: Targeting OSS maintainers converts a theft operation into a latent software

supply-chain access vector.

2. Shared Actors & Infrastructure
« IRGC operates in four domains this week: kinetic (Gulf), cyber (European OT), terrorism/assassination
(US), and nuclear (Isfahan non-cooperation).

. Iran's proxy financing is visible. Iraq's PM sacked nine Babil officials over illegal refining and
smuggling in Jurfal-Nasr, a Kataib Hezbollah-controlled zone. Judgment [ [MODERATE] |: This is a

sanctions-evasion revenue stream sustaining the proxy network while Iranian overseas funds stay
frozen.

. The Houthis are linked through the conditional US restraint calculus, the siege of Taiz, and Pakistan's
UNSC warning on Bab al-Mandab.

. Russia operates across kinetic (Black Sea), HUMINT (the alleged ARRC penetration), counter-space
(reported, undeployed ASAT capability) and influence operations (foreign-influencer tours of occupied
Donetsk).

. Insufficient evidence links the Check Point or SCKit campaigns to any named state. Analysts should

not assert attribution.
. Insufficient evidence to assess any state nexus in the reported espionage allegations surrounding

Nvidia CEO Jensen Huang's resignation. Treat as single-stream reporting pending corroboration.

3. Compound Risk Scenarios (ranked by probability x impact)

1. Iran breakout from conditional restraint (Probability: MODERATE; Impact: SEVERE).
o Sequence: An IRGC or Houthi strike causes US casualties at a Gulf facility. The US conducts

expanded strikes on Iranian territory. Iran responds with:
« closure attempts at Hormuz and Bab al-Mandab;
- destructive cyber operations against European and US OT;
« activation of assassination networks in the West.
o Aggravating factor: The unmonitored Isfahan enrichment site removes any verifiable floor on
nuclear-latency judgments during escalation.
o Why the impact is disproportionate: Energy shocks, food cold-chain disruption and homeland
attacks would hit simultaneously.
2. Black Seaincident escalates into a NATO consultation crisis while talks stall (Probability:

MODERATE; Impact: HIGH).

o Sequence: A drone strike causes casualties on a vessel in or near Romanian territorial waters, or
debris falls on Romanian territory. This happens just as the Shenzhen meeting fails and Putin
presses his 2021 treaty demands.

o Effect: Romania seeks Article 4 consultations at a moment when Alliance trust is degraded by the

ARRC espionage case and by divergent views on the Donbas-for-NATO proposal.
4. Strategic Blind Spot

Assumption to challenge: "/ranian retaliation remains geographically bounded to the Gulf and is deterred by

US conditional restraint.”



This week's evidence contradicts it:

. European freezer sabotage;

. the Bessent relocation;

. the al-Saadi terrorism extradition;

. the claimed strike on US forces in Bahrain.

Europe's civilian OT, including food cold-chain, water and building-management systems, is the most

exposed and least monitored surface.

Secondary underweighting: the community treats DPRK crypto operations as a financial-crime problem.

The OSS-maintainer targeting makes them a supply-chain intelligence problem.

DOMAIN ASSESSMENTS

Cybersecurity
DPRK

. Binance theft. Theft exceeds $6bn. US authorities obtained authorisation to seize or restrain $1.2bn
within a $2.7bn freeze. Judgment [ [HIGH] |: This is a material, but partial, disruption of regime revenue.

. FaceStealer TTPs:
o hijacked legitimate social-media accounts;
o fake video-conference lures with deepfake components;

o identity theft followed by crypto exfiltration.

. FaceStealer targets: California technology and crypto sectors, Web3 personnel and OSS maintainers.

. Disruption: US authorities seized the supporting cloud infrastructure. Judgment | [IMODERATE] |: Expect
rapid infrastructure regeneration; seizures historically interrupt DPRK operations only briefly.

Check Point gateway compromise (actor unattributed)

. TTPs: PHP2Shell for initial access, then CVE-2026-123039 for privilege escalation to root.

. Effects: Full gateway control, including destructive firewall-rule manipulation.

. Sectors: Not specified. Assume government and critical-infrastructure exposure in proportion to the

installed base.

SCKit (actor unattributed)
. Vector: Exploitation of ConnectWise ScreenConnect at MSPs from 11 November.
. Behaviour: Worm propagation to customer endpoints and targeting of technician sessions.
. Judgment [ [MODERATE] J: One MSP compromise multiplies into downstream victims, so expect delayed

victim disclosures.

Iran

. Reported: France and the US attribute sabotage of European grocery freezer systems to Tehran.

. Cross-domain flag: This directly extends the Gulf war into European civilian OT.

Other

- Russia-Ukraine C2: Starshield speed caps in occupied territories are degrading Ukrainian operations,
per Zelensky.
. US governance: Palantir CISO Michael LoSapio has been nominated to lead CISA. Judgment: A

leadership transition during active edge-device campaigns introduces short-term coordination risk.



. Al tooling: Proofpoint reports that criminal overreliance on Al is degrading attack quality. This is a

low-strategic-weight signal.

Counter-Terrorism
Iran / IRGC

. Reported: The al-Saadi extradition and the Bessent relocation point to active IRGC external-
operations targeting of US officials. Judgment [ [MODERATE] |: Plotting against senior US officials

continues.

« The GCC's characterisation of 7,000+ projectiles against civilian infrastructure is being placed before
the UN in counter-terrorism framing.
Iraq

. Kataib Hezbollah's oil-smuggling economy in Jurf al-Nasr is under unusual government pressure.

. Judgment| [MODERATE] |: Expect intimidation or retaliatory signalling against Iraqi officials.

Pakistan (Khyber Pakhtunkhwa and Balochistan)
. Reported:
o Sustained ISPR operations killed 38 militants for six soldiers lost across two reported operations.
o A checkpost attack in Bannu was repelled.
o Ten police were killed in Kohat after an operation against illegal mining.

o The KP governor suspended all gold mining and revoked leases.

. Judgment [ [MODERATE] ]: Illegal mining is a militant financing stream. The suspension will provoke

further attacks on police.

India / Jammu & Kashmir
. Reported: Militants killed two Special Police Officers in Kishtwar, and drone-dropped weapons were
recovered in Punjab and Samba. This is an early winter cross-border infiltration pattern.
Gaza

. Reported: Hamas Rafah Brigade commander Samir Abu Younis was killed on 14 November in al-

Mawasi.

Europe / UK

. Reported: Former Haniyeh bodyguard Mohammed Al-Fatah was convicted in the UK and is wanted in

Germany over a Hamas plot.

. Judgment: This confirms Hamas logistics nodes in Europe.

Other

. Nigeria: €20m in EU C-IED and C-UAS support, indicating continued Sahel-adjacent IED and drone
threat.

« SriLanka: Foreign Terrorist Fighters Bill advanced.

Regional Conflicts
Russia-Ukraine: escalating on the battlefield and in negotiations
. Reported:
o Ukraine launched roughly 1,200 drones in one night.
o Strikes hit Leningrad Oblast energy and radar targets, including Ust-Luga.
o Russialosta MiG-31, a Ka-52 and an Mi-8 near St Petersburg, with seven crew Kkilled.

o Ukraine claims a record 3,000 Russian casualties in one day and 26,000+ in ten days.



o A Ukrainian drone killed a family of three in Belgorod.

o Putinrejected the energy truce and revived the 2021 draft treaties.

. Judgment|[ [HIGH] |: Both sides are escalating to shape negotiating terms. The Donbas-for-NATO
proposal widens the gap between Ukraine's position (public approval required, NATO guarantees) and

Moscow's (NATO expansion limits).

Black Sea

- Reported: Three commercial vessels were struck near Romania on 13-14 November, including the
Palau-flagged Larissa 1, bound for Ukraine, and a Greek-flagged tanker.
. Opportunity flag: Maritime insurance and port disruption create openings for GPS spoofing and

maritime cyber activity.

Iran-US / GCC
. Reported:
o Active exchange of strikes (Sirik telecom tower, Bahrain radar).
o Qatar-mediated talks are stalled.
o The US states it does not need a deal and is relying on frozen funds.
o The USS Michael Murphy's deployment confirms Tomahawk use in Operation Epic Fury and 12

Hormuz transits.

. Opportunity flag: Pressure on shipping lanes, including Hormuz and Bab al-Mandab per Pakistan's

UNSC statement, gives Houthi and proxy actors opportunistic targeting space.

Gaza

. Reported: The strike on Nasser Hospital (11-12 November) killed six people, including surgeon Dr.
Rizk Abu Shaaira, and wounded 52 according to MISF. Israel states it targeted a Hamas commander.

Eighteen Muslim-majority states issued a joint condemnation.
. Judgment [ [MODERATE] |: The incident feeds radicalisation narratives exploitable by Iranian-aligned and
jihadist propagandists.
Yemen

. Reported: The Houthi siege of Taiz affects roughly 2 million people, with rising disease risk.

Indo-Pacific

. Reported: Japan is transferring UAVs and coastal radar to the Philippines ($27m), and US firms are
engaging Taiwan on space ISR. This is steady deterrence build-up with no escalation indicator this

week.

National Security
Russia

. Espionage: The arrest of Lt Col Brandon Tyner at ARRC HQ, Gloucester (10 November). Judgment
[ IMODERATE] |: Treat as a potential exposure of NATO rapid-reaction planning until a damage assessment

is available.

. Counter-space: Reporting of Russian ASAT capability against US, allied and Starlink networks;

deployment is unconfirmed.

o Note: The associated Navalny reference concerns a 2024 event and adds no new evidential weight
to the ASAT claim.

. Influence operations: Russia continues to use foreign youth "festival" visits to legitimise its occupation

of Donetsk.

Iran (WMD)



. Reported: The IAEA has no access to, and no information on the location, status or nuclear material of,

the Isfahan enrichment plant declared in June 2025.
. Judgment[ [HIGH] |: The IAEA cannot provide continuity of knowledge. Any assessment of Iranian
breakout timelines rests on non-IAEA sources.
Strategic diplomacy
. The Shenzhen trilateral is set for 19 November with nuclear reductions on the agenda.
 Vance has been reassigned away from Iran diplomacy.
- Enabler flag: A trilateral format gives Moscow and Beijing a venue to link Ukraine, arms control and
Indo-Pacific issues.
Western defence base
. Reported:
o Tomahawk warhead production is expanding at China Lake.
o AUSArmy 18-drone swarm was launched from a UGV at Grafenwoehr (12 November).
o German rearmament continues, although conscientious objections rose to 16,869.
o NATO's Energy Security Centre of Excellence warns of mid-2030s jet-fuel shortfalls.
. Judgment [ [MODERATE] |: Munitions sustainment for a prolonged Iran campaign is a real constraint. The
Tomahawk expansion confirms it.
Western Hemisphere

- Reported: Cuba states it is preparing for a possible US attack. US counter-narcoterrorism FMF is

flowing to Peru and Colombia.
. Assessment: Rhetoricis elevated. There are no kinetic indicators in the dataset.
Unassessed

. The Jensen Huang/Nvidia espionage allegations are single-stream and uncorroborated. The evidence is

insufficient to assess technology-transfer implications.

EMERGING THREATS

[Cybersecurity] — Destructive takeover of security gateways. Attackers chain PHP2Shell with CVE-
2026-123039 to gain root on Check Point Security Gateways and manipulate or destroy firewall rules.
This shifts edge-device exploitation from espionage access to sabotage capability. Confidence:

[ IMODERATE] |. Why it matters now: Firewall rule-sets can be erased while Iranian cyber-physical
operations against European infrastructure are active, which turns an access problem into an outage

problem across critical infrastructure.

[Cybersecurity / Counter-Terrorism] — Iranian sabotage of European food cold-chain OT. France and
the US attribute an attack on grocery freezer systems to Tehran. This is the first reported Iranian cyber-
physical operation against European civilian food infrastructure in the dataset. Confidence:
on attribution as reported by two governments; on scale. Why it matters now: It shows Iran will
impose civilian costs on European states not directly party to the Gulf war, which undercuts the

geographic-containment assumption.

[Regional Conflicts] — Clustered drone strikes on commercial shipping near Romania's Black Sea

coast. Three vessels were hit over two days, 13-14 November. Confidence: that strikes occurred;
[Low] |on attribution, which is not established in reporting. Why it matters now: Repeated kinetic

activity next to NATO territorial waters, in the run-up to Shenzhen, creates a live path to an Article 4

consultation and a maritime insurance shock.



PREDICTIVE ASSESSMENT — 7 to 14 Day Outlook
1. — The Trump-Putin-Xi meeting in Shenzhen on 19 November will produce no signed or

numerically specified nuclear arms reduction agreement. Any output will be limited to a statement
or a commitment to further talks. Trigger indicator to watch: Pre-summit Kremlin or Chinese

MFA statements conditioning arms talks on European security or US missile defence.

2. — The Kremlin will publicly reject any settlement framework that includes Ukrainian NATO
membership, including the Donbas-for-NATO concept, before 29 November. Trigger indicator to
watch: Peskov or Lavrov statements tying any deal to the 2021 draft treaty provisions on NATO

non-enlargement.

3. — Ukraine will conduct further long-range drone strikes on Russian energy infrastructure in
Leningrad Oblast or other north-western oblasts, including the Ust-Luga or Kirishi complexes,
within 14 days. Trigger indicator to watch: Russian MoD intercept claims over Leningrad Oblast

and NOTAMs or airport closures at Pulkovo.
4. — At least one additional commercial vessel will be struck or damaged by a drone in the

western Black Sea, within Romanian or adjacent waters, by 29 November. Trigger indicator to
watch: Romanian MApN or Coast Guard statements, war-risk premium increases for Constanta-

bound shipping, and NATO air-policing surges over Dobrogea.
5. — There will be at least one further US-IRGC strike-retaliation exchange involving a

US facility in a GCC state, without a US decision on large-scale strikes against Iranian nuclear sites
in the window. Trigger indicator to watch: IRGC claims against US installations in Bahrain, Qatar
or the UAE; CENTCOM casualty reporting. US casualties are the decisive indicator for breaking

conditional restraint.

6. — Government advisories or vendor statements will disclose additional organisations
compromised through the Check Point CVE-2026-123039 chain or SCKit/ScreenConnect within 14
days, with no official public state attribution in that period. Trigger indicator to watch: CISA KEV
or emergency directive actions, CERT-EU and national CERT advisories, and MSP breach

notifications.



KEYACTORS &ENTITIES

ACTOR

IRGC / Government
of Iran

Russian Federation
(Kremlin / MoD)

Russian
intelligence
services
(unspecified)

DPRK cyber units
(Binance theft /
FaceStealer)

United States
Administration

Ukraine (Zelensky
/ Armed Forces)

China (Xi Jinping)

Israel / IDF / Shin
Bet

Hamas (Qassam
Brigades)

Kataib Hezbollah

Houthis (Ansar
Allah)

TTP / militants in
KP and Balochistan

TYPE

State

State

State

State

State

State

State

State

Non-state

Non-state
(Iran
proxy)

Non-state
(Iran-
aligned)

Non-state

PRIMARY
DOMAIN

Regional
Conflict

Regional
Conflict

National
Security

Cyber

National
Security

Regional
Conflict

National
Security

Regional
Conflict

Counter-
Terrorism

Counter-
Terrorism

Regional
Conflict

Counter-
Terrorism

CROSS-DOMAIN ACTIVITY

Missile and drone campaign on
GCC; claimed strike on US radar in
Bahrain; European OT sabotage;
assassination plotting against US
officials; IAEA denial at Isfahan

Hardened negotiating demands;
energy-truce rejection; reported
ASAT capability; occupation
influence operations

Alleged penetration of NATO ARRC
HQ via US officer

Revenue for regime; deepfake social
engineering; OSS-maintainer
targeting creating supply-chain risk

Ukraine-NATO territorial proposal;
Shenzhen trilateral; Iran strikes and
conditional restraint; DPRK asset
seizures; Starshield caps

Mass drone strikes into Russia;
negotiation positioning; C2
constrained by Starshield caps

Host of trilateral; arms-control
interlocutor; Indo-Pacific competitor
amid Taiwan and Philippines
capability build-up

Targeted killings of Hamas command
(Abu Younis); Nasser Hospital strike
driving diplomatic backlash

Gaza command losses; European
logistics node (Al-Fatah case,
Germany plot)

Oil smuggling and illegal refining at
Jurf al-Nasr financing proxy
operations

Taiz siege; Bab al-Mandab shipping
threat; trigger variable in US restraint
calculus

Attacks on police and security
forces; linkage to illegal mining
finance

CURRENT
POSTURE

Offensive,
horizontally
escalating

Maximalist in
talks, absorbing
heavy losses

Active HUMINT
against NATO

Disrupted but
regenerating

Multi-track deal-
seeking with
active Iran kinetics

Escalating long-
range strikes

Convening power,
low-cost leverage

Sustained
targeted
operations

Degraded
leadership,
residual external
network

Under Iraqi
government
pressure

Coercive,
opportunistic

High-tempo
insurgency

THREAT
TRAJECTORY

/]\



Unattributed actors behind the Check Point and SCKit campaigns are excluded from the table pending
attribution evidence. Single-stream reporting (Nvidia espionage allegations, Russian ASAT deployment) is not

assessed beyond what is stated above.
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